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Our vision is to make Scotland one of the
safest and most resilient places to live,
work and do business, both on and offline.
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THE SCOTTISH BUSINESS RESILIENCE CENTRE

About us

The Scottish Business
Resilience Centre (SBRC) is a
non-profit organisation which
exists to support and help
protect Scottish Business.
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COMMUNITY & MEMBERSHIP

SBRC has a seconded team of five police officers and one
Scottish Fire and Rescue Service officer, all of whom are
dedicated to providing business resilience advice, inputs
and guidance to help prevent Scottish businesses become
the victims of disruption, damage or financial loss
through criminality or unwanted fire or fire alarm
activation.
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Formed in 1996 the SBRC has continuously evolved to
meet a changing societal and resilience landscape to
provide our members and Scottish Business with the most
up to date and relevant guidance and support.

SBRC operates across three main areas to provide a
range of services and education, covering all aspects of
business resilience 2.0 and Cyber Security.
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PREVENT & PROTECT

The team are at the forefront of the Prevent and

Protect strand of the organisation, leading on:

Increased collaboration between services and partners
across Scotland

Central point for Police and Fire prevent and protect
communications to business

Central point for all business resilience, crime
prevention and fire risk mitigation

Lead for the development and delivery of the Scottish
Business Resilience Award

WWW.SBRCENTRE.CO.UK

About Us

What can the seconded team do to
help you?

Two of the seconded team are also Architectural Liaison
Officers, trained to guide and advise on designing out

. . . . o o crime before it can happen, from the point of the ‘first
Think of it as business crime and fire risk mitigation — o ,
. . . brick in the ground'.
the primary purpose of the seconded team is to provide

the right guidance to business to help stop them If you know of a business of any size, which are repeat
becoming victims of crime or unwanted fire incidents.

Effective and appropriate advice from SBRC to

victims of crime, or which you think could benefit from

any of the inputs detailed above then please contact:
businesses can reduce the frontline demand on police

and fire services. Inspector lan Stephen

E: lan.Stephen@sbrcentre.co.uk
T: 01786 447 441
M: 07825 515214

The seconded team can provide input and training on the
following range of topics:

POLICE LED PRESENTATIONS Sgt Neil Grant
E: Neil.Grant@sbrcentre.co.uk
T: 01786 447 441

M: 07786 036403

m ACT (action counters terrorism — terrorism awareness)
m SCAN (see, check and notify — business security advice)
m Lone Working

P L Safet
m rersonal Sately Best Bar None: although on hold until April 2021, the

= Conflict Management seconded team also lead on the Best Bar None scheme

m Insider Threat for licensed premises and any enquiries in relation to

= Human Trafficking that scheme can be directed here.
m Money Laundering

m Protest Activity

m Incident Management (robbery)

m Child Sexual Exploitation

m Bystander Training (night-time economy/Best Bar None)

FIRE LED PRESENTATIONS

¥ Fire Risk Mitigation

B Fire Evacuation Scenario Planning

® Mitigation of wilful fire raising/Vacant Premises

m Fire Risk and its impact upon business continuity

m Effective Management of Legislative Fire Safety
Compliance

® Managing UFAS False Alarm Reduction
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Every day businesses throughout
Scotland fall victim to cyber

attacks or scams, which can cause
significant disruption. The impacts
can be considerable and long lasting,
ranging from financial to loss of
customer confidence.

The Scottish Business Resilience Centre provides a
comprehensive range of integrated cyber security services
that help business assess, build and manage their cyber
security capabilities, and response to incidents and crises.

These services are designed to help businesses build
confidence and understand the threats and vulnerabilities.

That’s why the Scottish Business Resilience Centre and
Police Scotland have produced a new leaflet which aims
to give small businesses useful tips and advice on how to
stay safe, secure and resilient to the threat posed by cyber
crime. The leaflet titled “Cyber Security For Small Business
— What You Can Do To Keep Your Business Safe Secure and
Resilient” can be downloaded

WWW.SBRCENTRE.CO.UK

Security

Membership

Members of the SBRC are provided with
the tools and knowledge to become more
resilient and mitigate against potential
threats, both on and offline.

More information on membership and packages can be
found on the SBRC website: www.sbrcentre.co.uk

In recognition that many small and medium
sized companies might not know where to
turn in the event of a cyber incident, SBRC
has setup a confidential Incident Response
number that they can call.

For more information on SBRC membership, contact:

T: +44 (0)1786 447 441

As well as benefiting from SBRC'’s unique relationship with M: membership@sbrcentre.co.uk

Police Scotland, Scottish Fire and Rescue Service and the

Where to find us:

Scottish Government, members have the opportunity to

. . . . . network with other businesses and learn from industry
The service provides free advice, guidance, and triage
for cyber incidents and is supported by a cadre of Cyber experts. Oracle Campus

Incident Response Companies across Scotland. Blackness Road

SBRC works closely with its members to provide a range of Linlithgow

West Lothian
EH49 7LR

The service is run 09:00 to 17:00 Monday to Friday and tailored business training packages, which are delivered by

canihelp withlanylcyberincid ants including malware, the seconded Police and Fire officers, along with a team of

. . . _ cyber specialists, to keep our members safe, secure and

ransomware, business email compromise, phishing, data o
resilient. T: +44 (0)1786 447 441

M: enquiries@sbrcentre.co.uk

Twitter: @SBRC_Scotland

loss, insider threat, account compromise.

The service can help verify cyber incidents, identify any SBRC members can upgrade their membership anytime

appropriate reporting and put SMEs in contact with and can add any of the ‘Bolt-On’ benefits to their current

Lo . TR . ackage.
companies in their area who are specialists in resolving and P 9

recoverin r incidents. . .
ecovering cyber incidents If you are a business looking to connect, develop and

influence your network and the wider business
This service is run in collaboration with Police Scotland y

and allows for incidents to be directed to the police where community, as well as improving knowledge, skills

. and mindset in business and cyber resilience, then please
and when appropriate.

consider membership of the SBRC.

THE NUMBER TO CALLIS
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https://www.sbrcentre.co.uk/wp-content/uploads/2020/09/cyber-security-for-small-businesses-web.pdf
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